Journal of Management, Education and Development in Digital Age

Submission Date: 2025-02-24 Revision Date: 2025-06-02 Accept Date: 2025-06-10 Publish Date: 2025-08-10

Combat Information Dissemination Model for Ensuring National
Security in the Combat Organization of the Armed Forces of the
Islamic Republic of Iran

1. Reza Karimi Saleh'®: PhD Student, Department of Communication Sciences, Faculty of Market and Business, Isfahan
(Khorasgan) Branch, Islamic Azad University, Isfahan, Iran.
2. Faezeh Taghipour®*: Department of Communication Sciences, Faculty of Marketing and Business, Isfahan (Khorasgan)
Branch, Islamic Azad University, Isfahan, Iran.

3. Hamidreza Peykary':': Department of Communication Sciences, Faculty of Market and Business, Isfahan (Khorasgan) Branch, Islamic

Azad University, Isfahan, Iran.

*Corresponding Author’s Email Address: f.taghipour58@iau.ac.ir

Abstract:

The transformations in modern warfare in the current century reflect the expansion of the battlefield from purely military domains to
cognitive, informational, and psychological spheres. In this context, combat information dissemination functions as one of the soft
components of defensive power and plays a critical role in psychological resilience, strengthening national security, and countering enemy
psychological operations. The aim of this article is to design an indigenous, theory-based, and practical model for combat information
dissemination within the combat organization of the Armed Forces of the Islamic Republic of Iran. The research method is qualitative,
grounded in data-driven theorization, and involves interviews with 30 experts in media, security, and military command. The data were
analyzed using MAXQDA software. The results identify six key components in the combat information dissemination model: real-time
information management, strategic narrative construction, field presence of military journalists, preemptive psychological operations,
utilization of digital media, and institutional coordination. This model can contribute to enhancing defensive soft power, psychological
resilience, and resistance against hybrid and cognitive warfare.
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Extended Summary

Introduction

In recent decades, the boundaries of warfare have dramatically shifted beyond conventional military confrontations,
evolving into complex battles waged across cognitive, psychological, and informational domains. This transformation is largely
driven by the rise of hybrid warfare, digital media, and strategic narrative manipulation, all of which have become essential
instruments in modern national security doctrine. In this multidimensional battlefield, combat information dissemination (CID)
emerges as a pivotal strategic tool, not merely for transmitting updates from the frontlines but for shaping public perception,
reinforcing legitimacy, and fostering psychological resilience among national populations (Belyaevskaya-Plotnik, 2025).

The Islamic Republic of Iran, despite possessing substantial wartime communication experience during the Iran-Iraq War

and subsequent regional crises in Syria and Iraq, currently lacks a coherent and theorized model for combat information
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dissemination within the operational structure of its armed forces. This gap has grown increasingly critical as Iran's adversaries
deploy sophisticated psychological operations, narrative construction techniques, and cyber tools aimed at undermining the
morale of Iranian forces and the legitimacy of the state itself (Akhtar, 2023; Cucoreanu, 2024). In such an environment, an
integrated CID framework becomes indispensable—not just to neutralize the enemy’s narrative but also to project a strategic
message that aligns with Iran’s defensive objectives and national values (Maesschalck, 2024).

Scholarly debates highlight that in the age of digital disruption, national security is no longer defined solely by military
hardware or territorial integrity, but by a nation’s capacity to manage the information sphere, win the battle of narratives, and
preserve internal cohesion (Cetinkaya, 2024; Mankoff, 2022). Theories of securitization, framing, and strategic communication
provide critical insights into how media content—particularly during military operations—can shape threat perception,
mobilize collective action, and legitimize extraordinary measures. From this standpoint, CID serves as a nexus of military
action and media logic, where information becomes both weapon and shield.

In addition, the impact of global digital surveillance, manipulation of online discourse through bots and algorithms, and the
weaponization of cyberattacks place national decision-makers under unprecedented pressure to institutionalize defensive
information strategies (Cucoreanu, 2024; McElroy & McKee, 2023). This reality demands not only technological capability but
also a model that integrates real-time data management, narrative consistency, and institutional coordination. Moreover, Iran’s
unique geopolitical position and ideological posture necessitate a CID model that reflects indigenous values while being robust
enough to withstand global media confrontation (Alaa, 2023; Shah Rezai, 2024).

Consequently, this study aims to fill the theoretical and practical gap by developing a grounded, indigenous model of combat
information dissemination for Iran’s armed forces. Drawing upon in-depth qualitative inquiry and expert interviews, the study
identifies key dimensions of CID that are critical for enhancing Iran’s defensive soft power, mitigating the effects of hybrid
warfare, and ensuring psychological resilience and public trust (Elahiyari et al., 2024; Neikova, 2024).

Methods and Materials

This study employed a qualitative research methodology using grounded theory to explore and construct a CID model
tailored to the operational context of the Iranian armed forces. Data were collected through in-depth, semi-structured interviews
with 30 subject-matter experts including military commanders, media specialists, security analysts, and university professors.
The interview protocol was designed to explore their experiences and viewpoints regarding the existing gaps and requirements
in Iran's military communication during combat.

Interview data were systematically coded using Strauss and Corbin’s (1998) three-stage grounded theory coding method:
open coding, axial coding, and selective coding. The software MAXQDA was used for data management and conceptual
mapping. Through iterative comparison and categorization, recurring themes and core constructs were identified, leading to
the formulation of a central theoretical model of CID.

Findings

The data analysis revealed seven core dimensions that constitute an effective CID model: (1) operational security and
controlled disclosure, (2) strategic messaging and psychological warfare, (3) legitimization of military actions, (4) information
warfare and cyber defense, (5) public trust and morale management, (6) international reputation and soft deterrence, and (7)

political stability and civil-military media coordination.
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Among these, public trust and morale management emerged as the most frequently cited construct, underscoring the critical
role of transparent, yet strategic, communication in fostering national resilience. The majority of interviewees emphasized the
need for message clarity, ethical integrity, and emotional resonance in media content during wartime.

Cybersecurity and information warfare ranked as the second most frequent category, reflecting the growing threat landscape
associated with digital infiltration, algorithmic manipulation, and hostile narrative construction. Experts highlighted the
inseparability of cyber defense and media strategy in contemporary military environments.

The findings also showed that the legitimization of military operations relies heavily on timely and credible media framing,
especially when international human rights norms and geopolitical scrutiny are considered. Experts stressed the importance of
using verified documentation, humanizing content, and coordinated messaging to reinforce the moral foundations of military
engagements.

Another critical insight was the demand for institutional coherence between military communication units, state media, and
intelligence branches. Lack of inter-agency coordination was identified as a key vulnerability in Iran’s current information
operations. Participants advocated for the establishment of integrated information command centers and joint training programs
for military and media personnel.

Moreover, the data supported the necessity of constructing globally competitive narratives capable of countering adversarial
propaganda. International media diplomacy, narrative framing in line with cultural values, and multilingual content
dissemination were mentioned as practical strategies for shaping global perceptions and soft deterrence.

Finally, the central phenomenon identified was the "integrated management of combat information dissemination within the
framework of cognitive security," reflecting the interdependence of narrative, psychology, and strategic communication in the
defense architecture.

Discussion and Conclusion

The results of this study confirm that combat information dissemination is no longer a peripheral or tactical function but a
strategic imperative in national defense. The integration of psychological resilience, narrative warfare, and media diplomacy
underscores the reality that future conflicts are as much about perception and belief as they are about territory or firepower. In
this respect, CID becomes an essential tool for both offensive and defensive operations in the information domain.

The prominence of public trust in the findings reflects a paradigm shift in security thinking—from controlling information
flow to actively engineering public perception. Transparency, when managed strategically, strengthens the social contract and
mitigates the societal fragmentation that adversarial psychological operations seek to induce. This calls for an ethical yet
calculated approach to media engagement that prioritizes both national security and civic confidence.

The salience of cybersecurity and information warfare in the model demonstrates how digitalization has blurred the
boundaries between traditional military and informational theaters. Military effectiveness now requires not just battlefield
superiority but also digital literacy, cyber defense infrastructure, and readiness for media-based confrontations. The fusion of
cyber capabilities with strategic messaging offers a holistic defense posture suitable for hybrid threats.

Another crucial contribution of the study is the emphasis on inter-institutional coordination. The lack of synergy between
security agencies and media entities weakens the consistency of official narratives and creates space for misinformation to
proliferate. By institutionalizing coordination and fostering shared training programs, CID can evolve into a more resilient and

unified national mechanism.

O

Copyright: © 2025 by the authors. Published under the terms and conditions of Creative Commons Attribution-NonCommercial 4.0 International (CC BY-NC 4.0) License.



http://creativecommons.org/licenses/by-nc/4.0

J%JW}AW}E}J}}ATcL{‘j_M

Finally, the model developed in this study proposes that the success of CID relies not merely on reactive information flow
but on proactive narrative construction, strategic framing, and public engagement. This approach elevates CID from a
communication function to a doctrine of cognitive defense—an essential pillar in the architecture of national security in the

21st century.
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